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Optional end device description; can also be used to save notes about the end device

Network Server address

Application Server address

External Join Server

Enabled

Join Server address

Attributes

 Add attributes

Attributes can be used to set arbitrary information about the entity, to be used by scripts, or simply for your

own organization

Save changes  Delete end device

Frequency plan

LoRaWAN version

Regional Parameters version

LoRaWAN class capabilities

Supports class B

Supports class C

Activation mode

Over the air activation (OTAA)

Activation by personalization (ABP)

Define multicast group (ABP & Multicast)

Device address

 Generate
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 Generate

SNwkSIntKey

 Generate

Serving network session integrity key

Network layer

LoRaWAN network-layer settings, behavior and session
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NwkSEncKey

 Generate

Network session encryption key

Session and MAC state reset

Reset session and MAC state

Advanced MAC settings

Save changes

Home NetID

ID to identify the LoRaWAN network

Application Server ID

The AS-ID of the Application Server to use

Application Server KEK label

The KEK label of the Application Server to use for wrapping the application session key

Network Server KEK label

The KEK label of the Network Server to use for wrapping the network session key

Resets join nonces

Enabled

 Reseting is insecure and makes your end device susceptible for replay attacks

Reset used DevNonces

Reset used DevNonces

AppKey

 Generate

NwkKey

 Generate

Save changes
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Application layer

Application-layer behavior and session
Expand

Join settings

Root keys and network settings for end device activation
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